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Installation de la cellule WIFI :

Pour commencer, il faut configurer le vlan autorisant 'accés a I'interface web de la borne.
Pour cela, il suffit d’aller dans I'onglet “LAN”, puis “VLAN Configuration” et de rentrer le
VLAN de configuration. (Ne pas oublier de sauvegarder)
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Galling.Slaclad VLAN Configuration
Run Setup Wizard
» Status and Statistics MAC Address: EO:ACF1:ACACTS
¥ Administration
o Untagged VLAN: Enahlzs
Port Setiings Untagged VLAN ID: |1 | (Range: 1 - 4094, Default 1)
IPv4 Setfing Management VLAN ID: [100 | (Range: 1- 4094, Default 1)
IPvG Setting
" e [ g
r  System Security K

*  Quality of Service
» ACL
+ SHMP

Puis, il nous faut paramétrer I'adresse IP de la borne. Pour cela il faut aller dans “IPv4
Setting” et rentrer la configuration IP. (Ne pas oublier de sauvegarder)
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Getling Started .
Run Setup Wizard IPv4 SEttII'Ig e
* Status and Statistics _ _ () DHCP
> Administration Connection Type: @ StaticIP
P Static IP Address: [172 | fts | ]o [ [0 |
VLAN Configuration Subnet Mask: [255 | f255 [ [255 | |o |
IPv6 Setting Default Gateway: [172 | [s [ [o RET
F Wireless
- Domain Mame Servers: Dynamic
* System Security Manual
*  Quality of Service
> ACL N | || || -] I
— | || || || |

Il faut ensuite configurer le lien vers notre serveur RADIUS. Pour cela, il faut aller dans

'onglet “System Security” et “RADIUS Server”. Dans la premiére ligne, renseigner I'lP de
notre serveur, la clé d’authentification (Qui sera a réutiliser lors de l'installation du serveur
RADIUS) et le port (1812 par défault). (Ne pas oublier de sauvegarder).
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Getting Started

Run Setup Wizard

RADIUS Server

A

Status and Statistics

Administration

Server IP Address Type: @ [IPvd
O IPv6

Server IP Address
{3008 200K XXX

Mo.

Key
{Range: 1 - 64 Characters)

Authentication Port

(Range: 0 - 65535, Default: 1812)

1 [17216.00

| [1212

802 1X Supplicant
Password Complexity
WPA-PSK Complexity

2|

| [r812

2 |

| [1212

Quality of Service

s |

| [1212

ACL
SNMP

Enable RADIUS Accounting

== %

Il faut ensuite créer les les réseaux en allant dans I'onglet “Wireless”, puis “Network” et

cliquer sur “Add”
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Getting Started Networks

» Status and Statistics ‘Select the radio interface first, and then enter the configuration parameters.
b Agministration Radic: ® Radio 1 (24 GHz)
() Radio 2 (5 GHz)

WVirtual Access Points | SSIDs)

Radio
;’;’:‘_F Enable  VLANID | SSID Name ;Sum st | Securty MAC Filter Channel Isolation

Seheduler [m] o 100 [Assusmer_admin_o2 VVPA Entarprise W Disakied v

Bandwidth Utilization Hide Details

WO Sridge WEA Versions: WPA-THIP WPAZ-AES
WerkGroup Bridge: Enable pre-authenfication
Quality of Service Use global RADIUS server seftings

Server IP Address Type: © 1Pya L 1PV

SarverlPAddressT: [172.16.08 oot soccines)

imdiCL, Server IP Address-2: {100¢ 000 000 008)

o SHE, SeneriPAgdress® [ feoceousooosd
{roocor o)

Key-1 o] (Range: 164 Characiers)

Key-2 (Range: 1-64 Characters)

Kay-2: {Range: 1-64 Characters)

Key-4 (Range- 164 Characters)

Server IP Address-4:

I} Enable RADIUS Accounting
Active Server. Server IF Address-1 w
Eroadeast Key Refresh Rate: |200 Sae (Range: 0-85400, 0 = Disable, Default 200)
Session Key Refresh Rate: [0 Sec (Range: 30-85400, 0 = Disable, Default: 0)
O 1 10 WPA Personal W Dizabled W
Hide Detsils
WPA Versians: WPA-TKIP WPAZ-AES
Kay (Range: 8-82 Characters)

Show Key as Clear Text
Kay Strength Mater I ] eetow Minimum

Broadcast Key Refresh Rate 300 Sec (Range: 0-85400, 0 = Disable, Default 200)

] WPA Enterprise 3

Hide Details

WPA Versions: ] WPA-TKIP WPAZ-AES
[ _Enable tion
‘ Use global RADIUS server setti

Server IP Address Type: IPvd IPV6

Server IP Address-1 172.16.0.9 (PO0E 00000 3000)
Server IP Address-2 (oREI00L 00 2008)
Server IP Address-3 (oREI00L 00 2008)
Server IP Address-4 (00000000000
Key-1 seassssssssssssssssnsnssssssenns | (Range: 1-64 Characlers)
Key-2 (Range: 1-64 Characters)
Key-3 Ii (Range: 1-64 Characters)
Kay-4 Ii (Range: 1-64 Characters)

Enable RADIUS Accounting

Active Server: I Server IP Address-1 5
Broadcast Key Refresh Rate: Sec (Range: 0-86400, 0 = Disable, Default 300)
Session Key Refresh Rate: |:| Sec (Range: 30-86400, 0 = Disable, Default: 0)

Pour un WPA enterprise, sélectionner “WPA Entreprise”, puis cocher la case “Use global
RADIUS server settings” et vérifier que le serveur actif est bien le numéro 1. (Ne pas oublier
de sauvegarder)
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Répéter I'étape précédente pour les réseaux en 5 GHz

Select the radio interface first, and then enter the configuration parameters.
Radior 1 RBadip 1 (2 4 GH=)
@ Radio 2 (5 GHz)




